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For students and staff using personal devices (i.e. non-NUS issued desktops/ laptops):
+ Access an active network point (via an ethernet cable) to log on to NUS' network.
+ Refertosteps 1 to 26

For staff using NUS devices (i.e. NUS issued desktops/ laptops):
+ Access an active network point (via an ethernet cable) to log on to NUS' network.
+ Refertosteps 1 to 23, and proceed to page 8

I. Configuring your device

Task Manager
Settings
File Explorer

Search

Shut down or sign out

Desktop

e Enter services.msc and click OK.

o Double click Wired AutoConfig.

G4 Services
File Action View Help
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. Services (Local) . Services (Local)
Wired AutoConfig Name 2 Description Status Startup Type Log On As
g z L.‘,;’;Windnws Media Player Net... Shares Win... Manual Network S...
top the service & wi 2 s > :
Betottheserice \.\.{.andows Mobile Hotspot S... Prowdes' th... . Manual (Trig...  Local Service
&k Windows Modules Installer  Enablesinst... Running  Manual Local Syste...
{_“/';Windows Perception Service  Enables spa... Manual (Trig...  Local Service
_[I_):sc‘;:ﬁt"z’"/; W — &k Windows Perception Simul... Enables spa... Manual Local Syste...
iy o onig ( .) ~.‘3;’;Windows Push Notification... This service... Running Automatic Local Syste...
service is responsible for performing .
|EEE 802.1X authentication on &L Windows Push Notification... This service... Running  Automatic Local Syste...
Ethernet interfaces. If your current & Windows PushTolnstall Serv... Provides inf... Manual (Trig...  Local Syste...
wired network _dep_loyment enforces '\‘:;"3 Windows Remote Manage... Windows R... Manual Network S...
802.1X authentication, the DOT3SVC o S 3 S
service should be configured to run & Windows Search Provides co... Running Automatic (D... Local Syste...
for establishing Layer 2 connectivity % Windows Security Service Windows Se... Running  Manual Local Syste...
and/or providing access to network ~£:/';Windows Time Maintains d... Manual (Trig... Local Service
resources, Wired networks that do Ewi £ :
e e R LS M‘_W!ndows Update ' Enablesthe.. Running Manual (Trig... Local Syste...
unaffected by the DOT3SVC s Gk Windows Update Medic Ser... Enables rem... Manual Local Syste...
('.'> AL LITTD Al Deman s AL ALALITTH & | = PR, LW, PRSP 1 | PN I P
Wired AutoConfig TheWired... Running Manual Local Syste...
\,‘: VLA HULUMU’IIIH TIIE VYLAINDG '\Ulllll’lg AULlurniauc LuLal Jy:l:--.
{.;?;WMI Performance Adapter  Provides pe... Manual Local Syste...



Wired AutoConfig Properties (Local Computer)

e Select Automatic and click OK.

o Once completed, Wired AutoConfig will be reflected as Running and Automatic.

4, Services

File Action View Help
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Wired AutoConfig

Stop the service
Restart the service

Description:

The Wired AutoConfig (DOT35VC)
service is responsible for performing
IEEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3SVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources. Wired networks that do
not enforce 802.1X authentication are
unaffected by the DOT3SVC se|

General |ogOn Recovery Dependencies
Service name:
Display name: Wired AutoConfig
Descriotion: The Wired AutoConfig (DOT3SVC) service is A
acietion responsible for performing |EEE 802.1X o
a1 thartinstinn An Fthamat intafarae § umnr ~omant
Path to execut,
C:\Windows 2\svchost.exe k Local SystemNetwork Restricted p
Startup type: Automatic
Service status:  Running
Sat || sop | [ Pause Resume
You can specify the start parameters that apply when you start the service
from here.
Start param

~
Name

@};Windows Media Player Net...
@Windows Mobile Hotspot S...
@;Windows Modules Installer
;‘?@;Windows Perception Service
@gWindows Perception Simul...
@;Windows Push Notification...
@,Windows Push Notification...
%Windows PushTolnstall Serv...
£k Windows Remote Manage...
\‘:}x Windows Search
@Windows Security Service
@Windows Time

5& Windows Update
:@,Windows Update Medic Ser...
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Wired AutoConfig

e

o VLRIV AULUCUTY
1GEWMI Performance Adapter
’-Qg Work Folders
&Workstation

i85 WWAN AutoConfig

@& Xbox Accessory Manageme...
@%Xbox Live Auth Manager

\‘?& Xbox Live Game Save
@Xbox Live Networking Service

OK

| Apply

Description
Shares Win...
Provides th...
Enables inst...
Enables spa...
Enables spa...
This service ...
This service ...
Provides inf...
Windows R...
Provides co...
Windows Se...
Maintains d...
Enables the ...
Enables rem...
WALLLITTN &
The Wired ...
THE VLRIV,
Provides pe...
This service ...
Creates and...
This service ...
This service ...
Provides au...
This service ...
This service ...

Status

Running
Running

Running
Running

Running

Running

nunnny

Running

Startup Type
Manual
Manual (Trig...
Manual
Manual (Trig...
Manual
Automatic
Automatic
Manual (Trig...
Manual
Automatic (D...
Manual
Manual (Trig...
Manual (Trig...
Manual

Automatic
AULUIauC
Manual
Manual
Automatic
Manual
Manual (Trig...
Manual
Manual (Trig...
Manual

Log On As
Network S...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...

Local Syste...

LUCal Systen.
Local Syste...
Local Service
Network S...

Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...

Extended /A Standard /




Il. Enabling your ethernet settings

Apps and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings
File Explorer

Search

Shut down or sign out

Desktop

e Enter ncpa.cpl and click OK.

Typethe nameof 2 ram, folder, document, or Internet
resource, and Wi ill open it for you.

Cancel

@ Right click Ethernet.

a Click Properties.

E-' Network Connections

1 E-‘ > Control Panel > Network and Internet > Network Connections

Organize v Disable this network d Diagnose this connection Rename this connection View status of this connection Change settings of this connection
L‘. Bluetooth Network Connection ) Ethernet L‘. VMware Network Adapter VMnet1 L‘. VMware Network Adapter VMnet8
s Not connected >  Network == Enahled o> _ Enabled
X Bluetooth Device (Personal Area ... & Intel(R) Ether| O Disable re Virtual Ethernet Adapter ... @7 VMware Virtual Ethernet Adapter ...
[ Wi-Fi Status

SIS Disabled

Diagnose
a:lﬂ] Intel(R) Dual Band Wireless-AC 82... 9

G Bridge Connections

Create Shortcut

O Delete

Rename

) Properties




@ Select Authentication. U EtherpghDroperties

Networking' Authentication | Sharing

Tick Enable IEEE 802.1X
authentication. Select this option to provide authenticated network access for
@his Ethemet adapter.
Select Microsoft: Enable IEEE 802.1X authentication
Protected EAP (PEAP). m}
oose a network authentication method:

Microsoft: Protected EAP (PEAP) v | [_settings

Tick Remember my credentials

for this connection each time
I'm log g ed on [/] Remember my credentials for this connection each
: time I'm logged on

Tick Fallback to unauthorized [ Fallback to unauthorized network access

network access. @
[ Additional Settings...

Select Additional Settings. b

Tick Specify Authentication mode. Advanced settings

6. 1X settings

Select a require authentication [ specify authentication mode

mode : o T
[User authentication ve credentials |

©000

Delete credentials for all users

User authentication

Eisnblectingle som on'tos e etwark
For personal desktops/ laptops [ tiesinglesgyonifue e wor

Perform immediately before user logon

Perform immediately after user logon
Maximum delay (seconds): 10 -:“\
——d

Allow additional dialogs to be displayed during single
For staff using NUS devices (i.e. sign on

NUS issued deskto ps/ |Qp1'o ps) : This network uses separate virtual LANs for machine

and user authentication
Select and OK.

User or computer authentication

Advanced settings
802. 1X settings
[ specify authentication mode
| User or computer authentication v Save credentials

Delete credentials for all users

[C]€enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

4

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication




@ Ethernet Properties

@ You will be brought back
to the Ethernet Properties Networking Authentication ~Sharing
Window. Select Settings.

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authentication
Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings |

Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

| Addtional Settings... |
Tick Verify the server’s identity | Protected EAP Properties X
by validating the certificate. When o

. . . 8 verify the server's identity by validating the certificate Q
Tick Sectigo Public Server

Authentication Root R46. L) Connect to these servers (examples:srv1;srv2;. *\srv3\.com):

@ Tick Enable Fast Reconnect OK.

Trusted Root Certification Authorities:
@ sectigo Public Server Authentication Root
L — -

. L
@ Click OK. () Security Communication RootCA2
() s5L.com Root Certification Authority ECC
() 55L.com TLS RSA Root CA 2022
(] starfield Class 2 Certification Authority
(] starfield Root Certificate Authority - G2

Notifications before connecting:
Tell user if the server's identity can't be verified ~

Select Authentication Method:
Secured password (EAP 2) v Configure...
8 Enable Fast Reconnect

|| Disconnect if server does not present cryptobinding TLV
("] Enable Identity Privacy

Q— ..



For students and staff using personal devices (i.e. non-NUS issued
desktops/ laptops):
Proceed with steps 26 to 28

For staff using NUS devices (i.e. NUS issued desktops/ laptops):
Skip steps 26 to 28 and proceed to step 29 (page 8)

Access an active network Windows Security
point (via an ethernet cable)
fo log on to NUS’ network.

You may access the network
point at the library or at the
staff office.

You will be prompted to enter
your Username and Password.

Q Enter your NUSNET Username Windows Security %
and Password. ign in
* Username: Enter your q
“Domain\NUSNet Username”. nusextccev [N \ .
— For staff: NUSSTF\ l ‘

— For students: NUSSTU\
— For Visitors: NUSEXT\

OK Cancel

@ Upon entering your NUS’
credentials, you will be

successfully connected to the
NUS network.

Network

E; Connected

ernet settings

Airplane mode




For staff using NUS devices (i.e. NUS issued desktops/ laptops):

Proceed to step 29

¢

@ SeleCT Conﬁgure Protected EAP Properties X

When connecting:

{8 verify the server's identity by validating the certificate

|_] Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities:

[*) Microsoft Time Stamp Root Certificate Authority 2014
B Sectigo Public Server Authentication Root R46

() SecureTrust CA

[*] security Communication RootCA2

(") S5L.com Root Certification Authority ECC

D SSL.com TLS RSA Root CA 2022

[) starfield Class 2 Certification Authority

Notifications before connecting:
Tell user if the server's identity can't be verified v

Select Authentication Method: @
Secured password (EAP-MSCHAP v2) Configure...
(8 Enable Fast Reconnect

[ Disconnect if server does not present cryptobinding TLV
[_] Enable Identity Privacy

l oK Cancel

Tick Automatically use my -
Windows logon name and :
password (and domain if

any).

"

connecting:
v\ com):
Automatically use my Windows logon name and
password (and domain if any).

0K Cancel A
'] UaSS 3 MUDRC MTINATY Ueruncaton AUTonty
[[] comMoDO RSA Certification Authority
[[] DigiCert Assured ID Root CA
[[] Digicert Global Root CA
[[] oigiCert Global Root G2
[[] DigiCert High Assurance EV Root CA v
< >

Notifications before connecting:
Tel user if the server's identity can't be verified v

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v | | Configure...

[ Enable Fast Reconnect
[[] Disconnect if server does not present aryptobinding TLV
! []Enable Identity Privacy



Access an active network Windows Security
point (via an ethernet cable)
fo log on to NUS’ network.

You may access the network
point at the library or at the
staff office.

@ You will be prompted to enter
your Username and Password.

@ Enter your NUSNET Username Windows Security 5
and Password. ign in
* Username: Enter your q
“Domain\NUSNet Username”. nusext\ccev [N |

— For staff: NUSSTF\
— For students: NUSSTU\ Im l

— For Visitors: NUSEXT\

OK Cancel

@ Upon entering your NUS’
credentials, you will be

successfully connected to the
NUS network.

Network

g Connected

Airplane mode

For clarification or assistance, contact NUS Next Gen Campus

Network Helpdesk at [insert helpdesk number] or [insert email]






