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NUS Network Configuration Guide for Windows non-domain System.

For Domain join PC please go to Step 20.

The steps in this guide applies to staff wireless SSID “NUS”, “NUS_2-4GHz” and student
wireless SSID “NUS_STU” & “NUS_STU_2-4GHz” as well.

Run

APP> Type services.msc > Click

1. Go to Windows E > Type RUN > Select RUN
OK

~ Run X

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ‘ services.msc v‘

2. Right click on WLAN AutoConfig. Choose Properties
<

File Action View Help
esEHEc: Am »unp

& Services (Loca|[ &
Wired AutoConfig Name ’ Description  Status Startup Type  Log On As
% Windows Firewall Windows Fi.. Running Automatic Local Servi...
Start the service % Windows Font Cache Service Optimizes p.. Running Automatic Local Servi...
% Windows Image Acquisition (WIA) Provides im... Manual Local Servi...
Description: % Windows Installer Start modi... Manual Local Syst..
The Wired AutoConfig % Windows Managemen Stop desac.. Running Automatic Local Syst...
(DOT3SVC) service is % Windows Media Playe P s Win... Automatic (.. NetworkS...
responsible for performing % Windows Modules Inst Resiime es inst... Manual Local Syst...
IEEE 802.1X authentication on - windows Remote Man R ows R. Manual Network S...
Ethernet interfaces. If your A il . .

X “Windows Search des co.. Running Automatic (.. Local Syst..
current wired network i 3 All Tasks » ) ) )
deployment enforces 802.1X ~Windows Store Service des inf... Manual (Trig.. Local Servi...
authentication, the DOT3SVC ~  Windows Time Refresh ains d.. Manual (Trig.. Local Servi...
service should be configured  ; Windows Update Manual (Trig.. Local Syst..
torun fcvurvestabllshmg Laygr 2 i s Running  Manual Local Servi..
connectivity and/or providing P Niarial Local Syst.
access to network resources.

Wired networks that do not Running  Automatic Local Syst...
enforce 802.1X authentication “+WMI Performance Adapter Provides pe... Manual Local Syst..
are unaffected by the % Workstation Creates and.. Running Automatic Network S...
DOT3SVC service. % WWAN AutoConfig This service ... Manual Local Servi...
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3. Change Startup type to Automatic and then click Start. Then click OK

General | Log On | Recovery I Dep i l

Service name:

Display name: WLAN AutoConfig

Description: [The WLANSVC service provides the !ogic requiredto A
IconﬁgureA discover, connectto, and disconnectfrom a

Path to executable:

CAWi hostexe kL Restricted

Startup type: | Automatic ) v

Help me configure service startup options.

Service status: Running

You can specify the start parameters that apply when you startthe service from
here.

Start parameters:

l Cancel Apply

4. Go to Desktop and press Shortcut Key Control + R. Type control in text box and Click
OK.

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ) ¥ I

OK H Cancel H Browse... l
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5. Double click on Network and Internet

1 B8 » Control Panel » v & SearchControl Panel R
Adjust your computer's settings View by: Category ~
System and Security User Accounts and Family Safety
Review your computer's status g Change account type

9 Set up Family Safety for any user

,  Appearance and Personalization
E Change the theme
. Change desktop background
Adjust screen resolution

Save backup copies of your files with File History
Find and fix problems

1

Connect to the Internet
View network status and tasks
Choose homegroup and sharing option;

Clock, Language, and Region
Hardware and Sound Add a language
# View devices and printers < Change input methods
Add a device
Adjust commonly used mobility settings E

Change date, time, or number formats

Ease of Access
Let Windows suggest settings

Uninstall a program = Optimize visual display

Ki Programs

6. Double click on Network and Sharing Center
£ Newokandintemet

@ ~ 1 @) Control Panel » Network and Intemet »

Control Panel Home

A Network and Sharing Center

View network status and tasks | Copp@®®to a network | View network computers and devices

System and Security

® Network and Internet ‘6 HomeGroup
Hardware and Sound Choose homegroup and sharing options

Programs Internet Options

Connect to the Internet | Change your homepage | Manage browser add-ons
Safety Delete browsing history and cookies

Appearance and

Personalization

User Accounts and Family

Clock, Language, and Region

Ease of Access
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7. Click on Set up a new connection or network

1 H » Control Panel » Network and Internet » Network and Sharing Center v & | Search Control Panel p

View your basic network information and set up connections
Control Panel Home

Change adapter settings View your active networks

You are currently not connected to any networks.
Change advanced sharing

settings € your networking settings
Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; 't up a router or access point.
Troubleshoot problems
Diagnose and repair network p or get ing information.
See also
HomeGroup

Internet Options

Windows Firewall

8. Click Manually connect to a wireless network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L Set up a new network
= Set up a new router or access point.

Manually connect to a wireless network
sl Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
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9. Type NUS as network name. Choose WPA2-Enterprise as Security type. Choose AES as
Encryption type. Check Start this connection automatically. Check Connect even if the
network is not broadcasting. Then click Next

Enter information for the wireless network you want to add

s —————
Security type: ‘ WPA2-Enterprise v J

Security Key: || Hide characters

tart this connection automatically

IConnect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

10.  Click Change connection settings

(s
Successfully added NUS
B e —— O

2 Change connection settings
? Open the connection properties so th:

n change the settings.

Close
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11. Click on Connection tab. Check Connect automatically when this network is in range.
Check Connect even if the network is not broadcasting its name (SSID)

X
>
Name: NUS
SSID: NUS
Network type: Access point

Network availability:  All users

DI_. k for other wireless networks while connected to this network
nnect even if the network is not broadcasting its name (SSID)

o

12.  Click on Security tab. Choose WPA2-Enterprise as Security type. Choose AES as
Encryption type. Check Remember my credentials for this connection each time I'm logged
on. Choose Microsoft Protected EAP (PEAP) as network authentication method. Then
click Settings

Please note: if you are using a common or shared notebook, you should Uncheck
Remember my credential for this connection each time I’'m logged on.

:Connectii
searyipe: QRIS v
Encryption type: 7 v

Choose a network authentication method

icrosoft: Protected EAP (PEAP)

v ember my credentials for this connection each
e I'm logged on

Advanced settings
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13. Check on Validate server certificate and Connect to these servers. Enter
auth0l.nw.nus.edu.sqg at the field box. Check DigiCert Global Root CA.

14.  Choose Secured password (EAP-MSCHAP v2) as Authentication Method & Check
Enable Fast Reconnect. Then click Configure...

Protected EAP Properties X

When connecting:

Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

|I auth01.nw.nus.edu.sg J

Trusted Root Certification Authorities:

[ class 3 Public Primary Certification Authority ~
[J] comMODO RSA Certification Authority
[] DigiCert Assured ID Root CA
DigiCert Global Root CA

igiCert Global Roo
[] DigiCert High Assurance EV Root CA
[] DST Root CA X3

v
< >
Notifications before connecting:
Tell user if the server's identity can't be verified v
[~ Select Authentication Method:
Secured password (EAP-MSCHAP v2) { | | Configure... ]

Enable Fast Reconnect

[[]Enable Identity Privacy

15. Uncheck Automatically use my Windows logon name and password (and domain if any).

Then click OK

When connecting:

utomatically use my Windows logon name and
assword (and domain if any).

Cancel

16.  Click OK
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17.  Click Advanced settings

[@ jon  Security

Security type: |wPA2-Enterprise

Encryption type: | AES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) v||  settings

V| R ber my credentials for this ion each
time I'm logged on

Advanced settings ’

18.  Check Specify authentication mode, Select User or computer authentication from the
dropdown menu and Click OK

802.1X settings | 802.11 settings

[ User or computer authenticatior v Save credentials

.| Delete credentials for all user:

["IEnable single sign on for this network

@) Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10 E
[¥] Allow additional dialogs to be displayed during single
sign on

|| This network uses separate virtual LANs for machine
and user authentication
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19.  Click 802.11 settings tab. Check Enable Pairwise Master Key (PMK) caching and Click
OK.

802.1X settings |

Fast roaming

‘l able Pairwise Master Key (PMK) caching
PMK time to live (minutes): 720 =
Number of entries in PMK cache: 128 =

["]This network uses pre-authentication

[]Enable Eederal Information Processing Standards (FIPS)
compliance for this network

20.  Go to your taskbar on the bottom right hand of your taskbar and double click on th
icon

5:46 PM

2/9/2021

21. Click on NUS Wireless Profile and Click on Connect.

%— NUS

Secured

Continue connecting?
If you expect to find NUS in this location, go
ahead and connect. Otherwise, it may be a

different network with the same name.
Show certificate details

Connect Cancel

22, Enter Username and Password and Click OK

e Username : (Enter your “Domain\Username”)
(E.g. of Domain: NUSSTF/NUSSTU/NUSEXT)
e Password . (Enter your Password)
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23. Connected to SSID NUS

ﬁﬁ NUS

Connected, secured

Properties

Disconnect
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