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Remote Desktop is a Windows OS feature that allows you to connect to your Office PC from
home. You will be able to access your Office PC as though you are sitting in front of it.
Hence, this method is suitable for you if you have work data or software installed on your
Office PC that you need to use.

This document describes two steps that you need to do:

1. Set up Office PC for Remote Desktop Access (one-time setup)
2. Connect from Home PC to Office PC

Do note that this document is based on Windows 10 so the user interface will differ for other
Windows OS version.

Set up Office PC for Remote Desktop Access (one-time setup)

1. Click Windows Start E button and type lusrmgr.msc then press Enter.

o

File Action View Help

=@ = B

A | ocal Users and Groups (Local) || pame
| Users T Lsers
| Groups I Groups
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2. Click on Groups and double-click Remote Desktop Users.

8 lusrmgr - [Local Users and Groups (Lecal)\Groups]
File  Action View Help
= #FE G= H

!,';J Lecal Users and Groups (Lecal) || MName Description
ﬂ @Access Control Assist...  Members of this group can remet...
%lhdministrators
%l Backup Operators Backup Operators can override se...

@Cr}rptographic Operat... Members are autherized to perfor...
@Distributed COM Users  Members are allowed to launch, a...
@E\rent Leg Readers Mernbers of this group can read e...
@Guests Guests have the same access as m...
@Hyper—‘u" Administrators  Members of this group have com...
@IIS_IUSRS Built-in group used by Internet Inf...
@Neﬁ-\rork Configuratic... Members in this group can have s...
@Pen‘ormance Log Users  Members of this group may sche..
@Performance Moniter .. Members of this group can acces...

%i Remote Desktop Users

emote Management...

Power Users are included for back...

Members in this group are grante...

e Members of this group can acces...
%iﬁeplicator Supports file replication in a dom...
@System Managed Acc... Members of this group are mana...

@Users Users are prevented from making ...

3. Click Add button and type your NUS User ID in the box. Click OK to close.

Remote Desktop Users Properties ? X

General

%J Remote Desktop Users

Description: Members in this group are granted the nght to logon
remotely
IS §
Members: Select Users, Computers, Service Accounts, or Groups X
Select this object type:
Users, Service Accounts, or Groups Object Types...
From this location:
stf.nus.edu.sg Locations...
Enter the object names to select (examples):
| Check Names

‘ Advanced... OK Cancel

OK Cancel Apply Help
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4. Click Windows Start E button and type advanced sys.
Click View advanced system settings.

All Apps Documents Emai Web Mo
I

Best match

View advanced system settings

Control panel

Search the web

5. Click on Remote tab. Select Allow remote connections to this computer and Allow
connections only from computers running Remote Desktop with Network Level
Authentication (recommended).

Click OK to close.

Computer Name  Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer

{®) Allow remate connections to this computer
Allow connections anby from computers unning Remote
Desktop with Metwaork Level Authertication irecommended)

Help me choose Select Users. .

QK Cancel Apply
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If you see the following pop-up message, you need to disable the sleep/hibernation
mode because the Office PC must not be in sleep/hibernation mode when you connect to
it. Refer to the Appendix for instructions for changing Power Options for your PC.

Remote Desktop X

i This computer s set up to go to sleep or hibemation
when not in use. Whde the computer sieeps of
hibernates, peopie cannot connect to it remotely. To
change thes setting, 9o to Powor Oplions in Control

Panel

6. Right-Click Windows Start E button and select System.

Apps and Features
Mobility Center

Power Options

Event Viewer

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out

esktop
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Note down the Device name or equivalent (e.g.: PC Name) as you will need this
name to connect to Office PC.

Settings
@ Home A bo ut
| Find a setting | Your PC is monitored and protected.
System @ Virus & Threat Protection
@ Firewall & Network Protection
3 Display @ Device performance & Health
(V] App & browser control
9) Sound
@ Account protection
[J Notifications & actions @ Device security

i See details in Windows Security
J) Focus assist

" Power & sleep

Device specifications
3 Battery

Device name

= Storage Processor ntel(R) Core(TM) i7-8550U CPU @ 1.80GHz 1.99 GHz

8. Click the Windows Start E button and type Command Prompt then press Enter.

In the window, type the command ipconfig and press enter.

Take note of the IPv4 Address. (e.g.192.168.100.123)

This IP address is dynamic (except those using Fixed IP) and is assigned when your PC
connects to the network therefore it may change over time.

BN CAWINDOWS\system32icmd.exe

c:\»ipconfig

Windows IP Configuration

: nus.edu.sg

192.168.100.123

If you are using your Office PC to generate security code for 2FA, you need to change
the 2FA token to a mobile device so that you can access 2FA from home. You need
to make this change from your Office PC. Sign into VIP Self Service Portal and follow
the on-screen instructions.

You may ignore this step if you are currently using your mobile device to generate
security code for 2FA.
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https://2fa.nus.edu.sg/vipssp/

Connect from Home PC to Office PC

1. Before connecting to your Office PC remotely, ensure the following pre-requisites
are met:
a. Your Home PCis connected to NUS network through VPN connection.

e If you do not have Pulse Secure installed, download the installer here. Follow
the guide here to setup a new connection.

b. Your Office PCis turned on

2. Click Windows Start E button and type mstsc.
Select Remote Desktop Connection.

All Apps Documents Email Web More » o
Best match
‘, Remote Desktop Connection ~
560
-~ App »¢

Search the web )
Remote Desktop Connection

L mstsc - See web results > App

a

Open

4l

Run as administrator
Open file location

Pin to Start

¢ & =

Pin to taskbar

3. Click on Show Options.

L2 Remote Desktop Connection

| Remote Desktop
“»¢) Connection

Computer: | Fxample: computer fabrilkam com w

Username: Mone specified

The computer name field is blank. Enter a full remote computer
name.

(> Show Options Help
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https://nusit.nus.edu.sg/wp-content/uploads/2019/09/PulseSecure.x64.zip
https://nusit.nus.edu.sg/wp-content/uploads/2019/09/nVPN-config-guide-for-staff.pdf

4. Enter the Office PC name at the Computer box.
Enter your NUS User ID including the domain name at the User name box. e.g.
NUSSTF\ccexxx.
Click Connect. Enter your password when prompted.
You should be able to access your Office Windows 10 PC remotely.

L% Remote Deskto p Connection

| Remote Desktop
»¢ Connection

General Display Local Resources Experience Advanced

Logon settings
[‘L'an.hl Enter the name of the remote computer.
ST

Computer: Example: computer fabrikam.com w

The computer name field is blank. Enter a full remaote computer
name.

Connection settings

Save the cument connection settings ta an RDP file or open a
j saved connection.

Save Save fs... Cpen...

(4 Hide Options Help

Note: In case you cannot connect using the Device/PC name, type the IPv4 Address instead.
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Appendix

Change Power Options of your Office PC

When you are setting up your Office PC for Remote Desktop access, you may be prompted
with this pop-up message. You can click on Power Options to change your power options.

Remote Desktop X

i Thes computer s set up to go to sleep or hibemation
when not in use. Whde the computer sieeps of
hbemates, peopie cannot connect to it remotely. To
change thes setting, Qo to Powar Opliong in Control

Panel

Alternatively, you can also go to Power Options by:

1. Right-Click Windows Start E button and select System.

Apps and Features
Mobility Center

Power Options

Event Viewer

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings
File Explorer
Search

Run

Shut down or sign out

esktop
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2. Click Power & Sleep and change the Sleep options to “Never’

Settings

1 Home

©

Find a setting

System

CJ  Display
{)) Sound
D Notifications & actions

Q Focus assist

I (D Power & sleep I

3 Battery

= Storage

&

Tablet mode

0

Multitasking

Projecting to this PC

< 0

Shared experiences
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Power & sleep

Screen

On battery power, turn off after

| Never % |

When plugged in, turn off after

| Never ' |

Sleep

On battery power, PC goes to sleep after

| Never v |

When plugged in, PC goes to sleep after

| Never v |

Network connection

When my PC is asleep and on battery power, disconnect from the

network

Never '

10



