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NUS Wireless Network Configuration Guide for Windows 10

The steps in this guide also applies to “NUS_2-4GHz” and student wireless SSID “NUS_STU” & “NUS_STU_2-
4GHz” as well.

NOTE: For students, please forget / delete your previous “NUS” wireless profile before connecting to “NUS_STU”.

1. Go to Windows 10 Desktop.

Windows 10 Education
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2. Press the Windows key and R key from your keyboard to open “Run”. Enter services.msc and click
OK.
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& Run X
=7 Typethe name of a program, folder, document, or Internet
1= resource, and Windows will open it for you.
Open: I services.msq v |
OK Cancel ’ ‘ Browse... ‘
3. Locate WLAN AutoConfig and right-click on it to choose Properties.
4 Services - m} X
File Action View Help

e | FHEcE H=E »enp

. Services (Local)

computers can connect to your
computer wirelessly using a WLAN

~

WLAN AutoConfig

The Wired ...

Start

WLAN AutoConfig Name Description Status
5 &Windows Management Inst... Providesac.. Running
%ffai‘:hs:?:rcveice &) Windows Media Player Net... Shares Win...
&1 Windows Mobile Hotspot S...  Provides th...
i";‘};Windows Modules Installer  Enables inst...
gﬁsc‘;"’ﬁ?\;‘;vc i — 1S} Windows Push Notification... This service ...
h = = SEIVICE provides the &k Windows Remote Manage... Windows R...
ogic required to configure, discover, oninl 2 n
connect to, and disconnect from a %Wlndows Search Provides co... Running
wir_eless local area network (WLAN) as QWindows Store Service (WS... Provides inf...
drf'"ed lt)y IEEti&:Z'U ita:dards. It & Windows Time Maintains d... Running
also contains the legic to turn your Py B
computer into a software access :‘;‘%Wmdows Update Enablesthe... Running
point so that other devices or -&?;WinHTTP Web Proxy Auto-... WinHTTPi.. Running

Startup Type
Automatic
Manual
Manual (Trig...
Manual
Manual
Manual

Automatic (D...

Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic
Manual
Manual
Automatic
Manual
Manual
Manual
Manual

adapter that can support this.
Stopping or disabling the WLANSVC i St
service will make all WLAN adapters & Work Folders iy
on your computer inaccessible from (G Workstation Pause
the Windows networking Ul. It is & ’
5L WWAN AutoConfig Resume
strongly recommended that you have P i
the WLANSVC service running if your -?%Xbox Live Auth Manager Restart
computer has a WLAN adapter. Gk Xbox Live Game Save
). Xbox Live Networking Servi Al Tasks ¥
Refresh
<
Extended  Standard / Properties
Opens the properties dialog box for the current selection. Help

4.

Change Startup type to Automatic and click Start. Then click OK.
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WLAN AutoConfig Properties (Local Computer) X
General |ogOn Recovery Dependencies
Service name:
Display name: WLAN AutoConfig
Description: ﬂhe WLANSVC service provides the logic required A
Fo configure, discover, connect to, and disconnect |,
Path to executable:
C:\Windows'\system32\svchost.exe 4« LocalSystemNetwork Restricted
Statuptype: | [Automatic | ' v|
Service status:  Running
Slo; ‘ Eause Besume
You can specify the start parameters that apply when you start the service
from here.
Start parameters
[ok ][ canced | [ sely
5. Press Windows key and R key again to open “Run”. Enter control click OK.
& Run X

=7 Type the name of a program, folder, document, or Internet
L= resource, and Windows will open it for you.

Open: I control G

OK Cancel ; Browse...

6. Click Network and Internet.

NUS Wireless Network Configuration Guide for Windows 10 Page 3 of 15

Sensitivity: Internal & Restricted



SEANUS

National University
of Singapore

[ Control Panel - 0o X
4 B3 > Control Panel > v & |Search Control Panel »
Adjust your computer’s settings Viewby: Category ¥
System and Security User Accounts
Review your computer's status “ o Change sccount type
Save backup copies of your files with File History
Backup and Restore (Windows 7) Appearance and Personalization
Find and fix problems h Change the theme
A 1
Network and Internet djust screen resolution
View network status and tasks .  Clock, Language, and Region
Choose homegroup and sharing options ‘:* Add s language
O Ch ut method:
, / Hardware and Sound e
Change date, time, or number formats
%‘ View devices and printers
Add a device Ease of Access
Adjust commonly used mobility settings Let Windows suggest settings
24 1
Programs Optimize visual display
Gy Lriveots megom
Get programs.
7. Click on Network and Sharing Center.
@ Network and Intenet - u] X
< v ‘e > Control Panel » Network and Internet » v O Search Control Panel P

Control Panel Home

Network and Sharing Center
View network status and tasks | Connefit to a network

System and Security

Network and Internet HomeGroup

Hewaasisssss Choose homegroup and sharing options

Internet Options
Change your homepage

Programs

User Accounts Manage browser add-ons

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

View network computers and devices

Delete browsing history and cookies

8. Click Set up a new connection or network.
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% Network and Sharing Center - 0
<« « 4 X 5 Control Panel > Networkand Internet > Network and Sharing Center v|®| | Search Control Panel
ot Bandime View your basic network information and set up connections
View your active networks
Change adapter settings
Change advanced sharing stf.nus.edu.sg Accesstype:  Intemet
settings Domain network Connections: .l Wi-Fi (NUS)
W Set up a new connection or network
Set up a broadband, dial-up, or VPN connectidh; or set up a router or access point.
[ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Internet Options
Windows Firewall
9. Choose Manually connect to a wireless network and click Next.
. X
?’ Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection to the Internet.
&t. Set up a new network
sa®., Setupanew router or access point,
w Manually connect to a wireless network
Ee=sl Connect to a hidden network or create a new wireless profile,
Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
I Next I \ Cancel |
10. Enter/select the following settings:

¢  Network Name: NUS

NUS Wireless Network Configuration Guide for Windows 10 Page 5 of 15

Sensitivity: Internal & Restricted



SEANUS

National University
of Singapore

e Security Type: WPA2-Enterprise

*  Encryption type: AES

*  Tick Start this connection automatically

* Tick Connect even if the network is not broadcasting

Click Next.

<« '3' Manually connect to a wireless network

Network name: q EUS >

Security type: <EPA2-Enterprise V>
Encryption type: < EF_S >

Security Key:

Sart this connection automatically

(Bnnect even if the network is not broadcasting

Enter information for the wireless network you want to add

Hide characters

arning: If you select this option, your computer's privacy might be at risk.

11. Click Change connection settings.
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TINUS
%

®¥ Manually connect to a wireless network

Successfully added NUS

—> Change connection settings
Open the connection properties so that | can change the settings.

Close

12. Under Connection tab, tick only the following options:

*  Connect automatically when this network is in range.

*  Connect even if the network is not broadcasting its name (SSID)
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NUS Wireless Network Properties X
Semnty
Name: NUS
SSID: NUS
Network type: Access point

Network availability:  All users

FPonnect automatically when this network is in range!
bok for other wireless networks while connected to this network

onnect even if the network is not broadcasting its name (SSID)

Cancel

13. Under Security tab, choose the following settings:
e Security Type: WPA2-Enterprise
*  Encryption Type: AES
* Tick Remember my credentials for this connection each time I’'m logged on.

e  Network Authentication Method: Microsoft Protected EAP (PEAP)

Click Settings.

Note: if you are using a common or shared notebook, you should Uncheck Remember my
credential for this connection each time I’'m logged on.
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NUS Wireless Network Properties X
Connect'on

Security type: WPA2-Enterprise .

Encryption type: AES ' v

Microsoft: Protected EAP (PEAP) Il settings

REmember my credentials for this connection each
ke I'm logged on

Advanced settings

o ][ o

14. Select only the following options:
* Tick Verify the server’s identity by validating the certificate
* Tick Digicert Global Root CA
* Tick Enable Fast Reconnect

e Select Authentication Method: Secured password (EAP-MSCHAP v2)

Click Configure.
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Protected EAP Properties X

7] Verify the server's identity by validating the certficate

[Zanect 10 these servers (examples:sry 1;5rv2;. "\ orv3\, com):

Trusted Root Certfication Authoribes:
[TJ Symantec Enterprise Moble Root for Microsoft Al

DigiCert Global Root CA

|| VeriSion Class 2 Public Primary Certfication Authonity - G3
] verisign Class 2 Publkc Primary Certfication Authority - G3

(] veriSign Class 3 Publc Primary Certfication Authority -GS v
<

Nopfications before connecting:
Tel user If the server name or root cerbficate n't specfied v

15. Untick Automatically use my Windows logon name and password (and domain if any) and click

OK.
EAP MSCHAPV2 Properties X

When connecting:

omaﬁcally use my Windows logon name and
password (and domain if any).

L0k ] | Cancel |

16. Click OK.
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Protected EAP Properties

ECmnect 10 these servers (examples:srv 1;5rv2;. "\ orv3), com):

Trusted Root Certfication Authoribes:

~

] Symantec Enterprise Mabie Root for Mcrosoft

‘ || VeriSion Class 2 Public Primary Certfication Authonity - G3

| (] verisign Class 2 Pubic Primacy Certfication Authority - G3
[[] veriSign Class 3 Public Primary Certfication Authority - GS
<

Nopfications before connecting:

Tel user if the server name or root cerbficate 't specfied

v

Click OK
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17. Click Advanced settings.

NUS Wireless Network Properties X

Connection  Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Advanced settings

OK Cancel

18. Tick Specify authentication mode and select User or computer authentication.
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Advanced settings X

802.1X settings  802.11 settings

| User or computer authentication v Save credentials

Delete credentials for all users

[CJEenable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

=1

10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

o1 oo

19. Click 802.11 settings tab and tick Enable Pairwise Master Key (PMK) caching Click OK.
Advanced settings X

802, 1X settings 802.11 settings

Fast roaming

PMK time to live (minutes): 720 =X
Number of entries in PMK cache: 128 b=

[]This network uses pre-authentication

Masx pre-authentication attemp - ||
Max el ntication a 3

[[]Enable Federal Information Processing Standards (FIPS)
compliance for this network

20. Go to the bottom right of your Windows taskbar and click on the wireless icon.
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21. Click on NUS and click Connect.

7 NUS
Connect automatically

22. Enter NUSNET Username and Password and click OK.
* Username : (Enter your “Domain\NUSNET Username”)
(E.g. of Domain: NUSSTF/NUSSTU/NUSEXT)
* Password : (Enter your NUSNET Password)
€§3 NETWORK & INTERNET Find a setting
‘Wi-Fi sy
Wi-Fi
Airplane mode
@ on
Data usage
Windows Security
VPN o
Signin
Dial-up
Eh l nusstf\cce™™ |
ernet
| ..'......[ I
Proxy
Domain: nusstf
Cancel
=
IROAD_V7_088957
1%
NUSTEST
%
23. You are now connected to NUS wireless network.
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