Data Classification Tool Frequently Asked Questions

1. How do | know if Data Classification Tool has been installed on my desktop / laptop?

For Window users, you will see the Data Classification Tool group in the Ribbon of Outlook and
Office. If you do not see it, download the Data Classification Tool from Software Center.

1. Outlook email example:

= Untitled - Message (HTML) al

Message Insert Options Format Text Review Help Q Tell me what you want to do

A A EE] 0 > ICIassification @Help v I Ia;
B F U = 3= .NUS Confidential [ MUS Restricted =
; ) MNames Include Tags I Check I
. % - - - | M rusinternal [l Public Pafiey
im Easic Text I Classification no TITUS lﬂyTempIates A
_ ) — o ————— — —
| Fromw | ghwang@outlook.sg
| To..
L I

2. Office document example:

Documentl - Word

Help ,-C' Tell me what you want to do

[ £ Find Classification (Z) Help (D) Apply Label
AaBbCeDe| AaBbcede AaBbC AsBbce AdB : I'

fgcRepIa e .NUSConfidentiaI . MNUS Restricted T I
1 T i i i = - =
L MNormal J Mo Spac Headingl Heading 2 Title = I select- | Il nUSInterna [l Pubiic Policy I
Styles M Editing| Classification I TITUS & A

N — — — — — — — — -

Page 1 of 15



2. How do | install the data classification tool if it is not installed on my laptop?

Go to Software Centre and clicked on data classification to start installation.

@ Software Center

National University of Singapore

E® Applications

' Updates B

(&) Operating Systems

[> Installation status
C& Device compliance

£X Options

All Required

Filter: | All v Sort by:
R € >
> >

|Data Classification
- INSTALL

Adobe Installation
Guide - Guide

3. How do | know the data classification of my Outlook email or Office documents?

The data classification automatically tags every Outlook email and Office documents (Excel,
PowerPoint and Word) with the suggested data classification — whether it is “NUS Confidential”
or “NUS Restricted” as you send email or save Office documents. The data classification of the
documents or emails is indicated within the Data Classification Tool in the Ribbon.
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1. Outlook email example: Email classification can be viewed from sent items.

test - Message (HTML)

Message Help Q Tell me what you want to do
(-3 x =2 Reply m ¥ > p Eq Q Classification @ @

x
2 Reply Al I nUs Confidential [ NUS Restricted
& . Delete Archive gy E‘@, Quick Move Tags Editing Speech Zoom
w @) Forward Steps ™ - - - - . MUS Internal . Public
Delete Respond Quick Steps & Zoom Classification 1 P
Bryan Wang <ghwang@outlock sg> ‘bryanwang@kpmg.com.sg’ U3 10:51 AM
BwW
test %
i winzip.zip " |
58 KB

o — — —

L [NUS Confidential]

Demonstrates how Titus labels emails

2. Office document example: The example below show a document that is tagged as “NUS

Restricted”.

Viware og - Compatibility Mode - Excel

Data Review Help £ Tell me what you want to do

— e —
General A Conditional Formatting = iil o Classification @Help @Apply Label
$ - % v [FFormatas Table~ cote aiting IINUS Conficgntial |1 NUS Restricted I :
ells iting = ec
a0 gCeIISterS' - e .NUSInternaL..EubL — -Slolicy
Mumber 1 Styles Classification RITOUS & il
v
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4. How does the tool automatically classify emails and documents?

The data classification tool automatically classifies Outlook email and office documents based on

a list of keywords for “NUS Confidential” information collected from your department data
owners defined by the respective data stewards for student, staff and financial data. To view the
list of “NUS Confidential” keywords detected by the Data Classification Tool within Outlook

emails or Office documents, click on the Check Policy

v
Check

P ' putton in the ribbon. A prompt will

show the list of “NUS Confidential” words in the email (subject, body or attachment) or

document. Please see example below:

TITUS Classification for Microsoft Office Policy Alert

=

Cne or more alerts have been raised for this document. For more details,
please select an item from the list balow.

Alert(s)

4% () Document Policy Check
Detected Confidential keyword in Document, if any:

1,

2.,

3.,
re;
5. 5885,0005GD 15grant, SA Loan,
I 6. 5$85,000,5GD 15,award, Award,1 March 2012,8/9/10,9 May 2006, |

T

oK |

Diagram 3.1: Prompt showing list of “NUS Confidential” keywords identified in your email or

document

Page 4 of 15



5.

I noticed that “NUS Confidential” keywords in my email subject header do not show
up in Check Policy. Why is this so?

This typically happens when you are currently still selecting the text in the email subject header.
Please click away from the subject header and try again.

H % z MNRIC 512345670 - Mes:

File Message Insert Options Forrnat Text Review Help

From ™ ghwang®outlaook.sg

To... :':ohndoe@nus.edu.sg:

| Cc., (
Subject NRIC 512345670

6. Where can I find the list of “NUS Confidential” keywords?

You can click on the Help Sk button from the ribbon to obtain this list of “NUS

Ill

Confidential” keywords.

>>Include diagram - Do we want to include this in the NUS website? = See if format provided
NUS Confidential Data Types.docx works

What if | would like to make changes to the defined list of sensitive words?

Please email cce_its@nus.edu.sg on the request. NUS IT will consult the respective Data

Stewards.
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For Office documents (e.g. Word, PowerPoint and Excel), how do | add or change data

classification labels?
Follow the steps below to apply data classification labels to your Office document:

1. Click on the Apply Label button from the ribbon.

Document? - Word Signin (&3} O

Layout References Mailings Review View Help Q Tell me what vou want to do |*_:',‘ Share r_‘

Classification @ Hel,

@Apply Label I v

- o= . MUS Confidential el 5 st cbedk=
Styles  Editing ) Check
- - . MNUS Internal . Public Policy
(7] Paragraph a | Styles ra Classification m TS ~
I TR IR RESr T RIS TR SUSCI O U IS UN NS SR, o

2. A prompt will appear (see example below). You can apply labels to Header and Footer,
Header Only or Footer Only. Select the appropriate option and click OK.

R

TITUS - Document2 = | =
Pleaze select a classification for this email or ’\} \")
document

Classification™

NUS Confidential ]

MNUS Confidential - E.g. Staff salary/appraisal, examination marks/grades,
admission data, medical records, donor records, credit card/bank account,
NRIC/FIN, university collaboration or initiatives before negotiation.

Read more about data classifications here

Apply Labels

Header Only
Footer Only

(o] )
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3. After clicking OK, the labels will be applied. See example below:

Ho 0

Insert

Documentl - Word

Sign in

References

=

Design Layout Mailings Review View Help P Tell me what

NUS Confidential

This is how the data classification tool will label your document]

ﬂ-D ¥, || Calibri (Body) -4 - AJ o | Classification () Help (@) Apply Label
Bz | B I U vacx, x| 4 - = .NUSCDnﬂdentia{ | MUS Restricted
Paste L. Styles  Editing = Check
. | AW A A £ A 5 - Enusintema [l Public Boty
Clipboard = Font P Paragraph ' Styles & Classification mITUS = ~
|_1-"|"'§---|‘--1--‘|---1---|-‘-J---|---4‘--|--‘5--- G i iR

For my Office documents (e.g. Word, PowerPoint and Excel), how do | remove data

classification labels?
Follow the steps below to apply data classification labels to your Office document:

1. Click on the Apply Label button from the ribbon.

Word (&3} O

Document? -

Signin

Layout References Mailings Review View Help B Tell mewhat vou want to do

A
|& Share [

A.J yel Classification @Hel @Apply Label I ’
-~ = . MNUS Confidential . sehdlelS Seasb | chask=
Styles Editing Check
: = - nusintenal [ Public Policy
7} Paragraph a ' Styles T Classification W TITUS.
T T T e B T I T RS O i Lo P o O G . oo, 0 (R P B (i S S P S ey EERRESI, .

2. A prompt will appear (see example below). Select None and click OK.

20

TITUS - Docurment2

Please select a classification for this email or
document

Classification™

NUS Confidential =

NUS Confidential - E.g. Staff salary/appraisal, examination marks/grades,
admission data, medical records, donor records, credit card/bank account,
MNRIC/HN, university collaboration or initiatives before negatiation.

Read more about data dassifications here

Apply Labels

Neohe ']

Footer Onl:
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3. After clicking OK, the labels will be removed. Notice that the classification in the ribbon
remains.

H ©-0 Documentl - Word Sign in = - O

Inset  Design 5 = = Mailings  Review  View  Help 2 Tell & Share [

Y Calibri (Body) -l - As o
B I Uraxx, x| & |= 3 o

Classification () Help (D) Apply Label
I NUS Confidential [ NUS Rextricted

Paste o o 17 Styles  Editing Check

- ™ A-F-A-m- | AN D ~| 2L 2 - Inusintemal [l Public Eoliy
Clipbaard Font & Paragraph T Stles Classification 5OTTUS -~
M OIS SR NSRS (TSR SRR SAINATR ey,

This is how the data classification tool will label your document]

10. How do | manually add or change the data classification in my Office documents or
Outlook emails?

You can add or change the data classification through the ribbon.

1. For Office documents (e.g. Word, PowerPoint and Excel), select the classification in the

ribbon. Please see example below:

Documentl - Word

Help 2 Tell me what you want to do

[ A Find = Classification (Z) Help (D) Apply Label
naBbcene| AaBbCeDe AaBbC( assbcel AQB I

EEC Replace . MUS Confidential  NUS Restricted

4

TMormal | THoSpac. Headingl Heading2 Title 7| | Nosaes B s nternal I Public Check
= ; = s v Policy
Styles M Editing — s (i | ] e e i TITLIS T2 -

Diagram 9.1: Ribbon to change Office document classifications

2. For Outlook emails, select the classification in the ribbon in the email message. Please see
example below:

5 Singapore Identification - e (HTML]

Insert Options Format Text Review Help Q Tell me what you want to do

EE [|1| > Classification @Help V ﬂ[}:
B I U .5 B et I . NUS Confidential || NUS Restricted o i
Paste =S G Mames Include Tag Check -
. N | 2 A = £ = - - . MUS Internal . Public Policy
Clipboard & Basic Text — — | ) =’ TITUS My Templates £

| From™> ghwang@outlook.sg

=

Send

iohndoe@nus.edu.sg’

Diagram 9.1: Ribbon to change the Outlook email classifications
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11. When will | see a Data Classification Tool prompt (See diagram below)?

TITUS - Documentl B
@ Fe il i dociamies <ontains BUS Bandentil datss 2 @F

Please verify. Click ‘OK" to save document, or
"Cancel” to edit document.
Onel ’

@
% This}|

Ciassification”

NUS Confidential A

NUS Confidential - Eg, Staff i

i : i -
Addlll  admission data, medical records, donor records, eredit card/bank account,  ||BLES

INRIC/FIN, university or initiatives before

Brow| Read more about data classifications here

Apply Labels

Account florie -2

No labels will be applied to headers and/or footers.
Feedback 2 e
Please allow time for removals (i any) in headers and/or faoters.

Options

[ox J[ et |

Users will be prompted as long as the Outlook email or Office document contains confidential
keywords or if users downgrade a document from “NUS Confidential” and the Outlook email or
Office document contains “NUS Confidential” keywords.

The only time users will not be prompted when an Outlook email or Office document contains

confidential keywords is when the user pre-selects “NUS Confidential” in the ribbon. See
example below:

Document2 - Word Sign in = O
References Mailings Review View Help £ Tell me |& Share [
n ~|EE-E ([ EE Al o rélamanF@‘HEp@ApplyLabel =y
2 == == Ii b 5 [ 1uUs Confidential MUS Restricted
3 = Styles Editin Check
Ay |D- 2l = - =l mosinrerm) e dblic Policy
] Paragraph Fi Classification m/ TTUS ES

Diagram 10.1: User pre-selects NUS Confidential in ribbon
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12.

13.

When | click on the Apply Label button in Excel, why am | not able to change the
Classification and Label selections?

This happens if you are currently selecting a cell in the Excel spreadsheet header or footer (See

example below). Please click away from the header and footers and click Apply Label again.

na Hao Good u
a ] . L
| | Farmat
Styles Cells Editing
1
3 K L M N o P '
— e — — — —
0dd Page Header |
I ‘ | NUS Internal
L [ a— [E———
Classification
Public
Unclassified emails and documents can be shared with anyone.
Read more about data classifications here
Apply Labels
Header and Footer
Labels will be applied to both headers and footers.
Please allow time for changes (if any) to headers and/or footers,
\

Diagram 11.1: Prompt does not allow for selection when Header cell is currently active

How will the Data Classification Tool classify my email when | encrypt an Outlook
email message with NUS Encrypt Email feature?

(https://nusit.nus.edu.sg/its/resources/encrypt-email-withwithout-attachments)

@& o= W

Format Text BCC Zoom IP :Ilinf & Language
mahar

No Restrictions

To: I Do Not Forward
cc I Encrypt I
Subject: J

The Data Classification Tool will automatically label any email messages, where “Encrypt” is
selected in the Permission section in the Options tab, as “NUS Confidential”. However, if you
have manually selected another NUS classification, we will respect that classification.
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14. Why does the Data Classification Tool prompt when | did not make changes to the
document and I click close (X) (See diagram below)?

File Home Insert Page Lac ormula ata R I = elp me 1 Share
= TITUS - CV List v1.0.xdsx
g & A = %
=l g i i ? ted
E=fiz] e Alignment Numbey | oUT document cantains NUS Confidential data. ot (D | ficte T
3 ) - % Please verify. Click "OK” to save document, or e
"Cancel” to edit document. e
Clipboard TS & ~
Classification ™ E
E3 ¥ Fe N
A | B NUS Confidential > [+]
i NUS Confidantial - E.g. Staff salary/appraisal, examination marks/grades, |
CV Type admission data, medical records, donor recards, credit card/bank account, Examples
2 = NRIC/FIN, university collaboration or initiatives before negotiation. =
1-OneKeyword |\CV-Confi-1Keyw||  Read more about data classifications here e.g.1. GRD At
Content e.g.2. grd att
(CvConfidential) Apply Labels
None >
No labels will be applied to headers and/or footers.
Please allow time for removals (if any) in headers and/or facters.
3
1- One Keyword |CV-Confi-1Keyw])| e.g. capital ac
Content
(CvConfidential)
\
L 1 | -
Rule-Set - Organized for CV @® [41 | >
Ready ] | +

This most typically happens with Microsoft Excel documents. Microsoft Excel recognizes actions
like double-clicking an empty cell as a change and will prompt users on whether they want to
save the change. The data classification tool rides on this save action and prompts users to
classify the document as well.

15. I’'ve noticed that documents get classified in the ribbon after | print a document (See
diagram below). Why is this so?

Document? - Word Sign in ) o]

References Mailings Review View Help P2 Tell me | Share L,__|

n - B Er | == | A p r@!asﬁﬁeaﬁvr@‘-@dp-@ Apply Label
o =
Ay = (=g | I HUS Confidential MUS Restricted
i Styles Editin J] Check
A x| & Bl =T sl P bic Policy
(] Paragraph () Classification L TMUS @ -~

If your document has not been classified by the data classification tool before a print, the tool
requires the document to be classified before being printed.

The Data Classification Tool will automatically classify the document for you. This is based on a
defined list of “NUS Confidential” keywords.
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16. Will my documents be automatically labelled when | print them out?

No. Your documents will not be automatically labelled when you print them out. However, if you
wish to label the document using the data classification tool before printing, you can click on the
Apply Label button in the Ribbon.

Document2 - Word &3l ]

References Mailings Review View Help B2 Tell me what you want |& Share [

A

Classification @Help @Apply Label
.NUSConfidentiaI - MUS Restricted

Styles  Editing Check
4 - InusTnternal [ Public Bifey
7] Paragraph = Styles Classification n TS m -~
PO LT R O CEL G- U T TR FOCE BT D ot SICE R PR AL T (Y A M R (R /1 R S IO MR CIE BULEMI,,

17. I've noticed that the classification label in my email message is different from the
selection in the ribbon (See diagram below). Why is this so?

Singapore Identity - Message (HTML)

Message Insert Options Format Text Review Help Q Tell me what you want to do

o= Calibri 1 A A Eg B |p | Classification (@ Help ™
0 B I U|iEricy|sas I 1US Confidential | NUS Restricted =
Paste N = Mames Include Tags Check -
T l.a-BE== 2 - - - Enusinterns [ Public Policy i
Clipboard Basic Text I Classification o TMUS My Temp

| From™ | ghwang@outiook.sg
=1 | .
Tou. -johndoe@nus.edu.sg’

Cen

Subject Singapore I1dggli
[NUS confidential] l

Test email message content: NRIC 512345670

Send

This typically occurs when you make edits after clicking Send in your email message. For example
you click another classification in the ribbon, or manually change the classification (e.g. [NUS
Confidential] in the email message body. In such cases, please ensure that changes are made to
both the ribbon classification and label in the message body before sending the email.

Note that editing is only available if you have enable delayed sending of email messages, which
will result in email messages to stay in the Outlook Outbox for a period of time before the

message is sent.
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18. I've noticed a red bar at the bottom of my Word, Excel, PowerPoint or Outlook
application (See diagram below). How do | resolve this?

= = Documentl - Word Signin = = O

Insert Design Layout References Mailings Review \View Help 2 Tellme | [J

L Calibri (Body) 11 - A“ P
5 B | B I U ~abex, x*| A SSI) o
aste = s iting
N A-V-A-ma- KA i
Clipboard & Fant [} Paragraph u i Styles = ~
TITUS. v x
Pagelofl Owards E B - 1 + B0%

The red bar occurs when the Data Classification Tool did not successfully start in Windows. To
ensure that the Data Classification Tool successfully starts, please follow the steps below:

1. Type ‘services’ in the search bar in Windows. Click on Services.

Services |
A e e _.I
&7 services.exe
Control Panel (6)
41 View local services
[H| Manage Infarmation Cards that are used to lag on to anline ser..
& Windows CardSpace
1 Allow remote access to your computer

8 Allow Remote Assistance invitations to be sent from this comp...

Files (10)

2] 3 CoC_General Goods and Services 20June2018.docx

15 GIC RFP for Customisation Services for Access and Identity Ma...
5 TITUS DXL Services x64.msi

5! TITUS_DXL_Services x&6.msi

5 TITUS_DXL_Services x64.msi

£ See more results

| | shutdown | » |

[ services

x
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2. Find Titus Enterprise Client Service, right-click the Service and click Properties
- S S I R—
jle) S i e
_',5 E.Wlliﬁ
File Action View Help
= HE| e mnw
1 Services (Local) I
TITUS Enterprise Client Service Description Status Startup T *
—— Enzbles Tab... Manual
escription:
Evaluates client requests from TITUS- Enabr\es Sl Stened Attt i
enabled applications and services, Provides su...  Started Automat ||
Provides Tel... Manual fl
"'w Themes Provides us... Started Automat |}
: Provides or... Manual i
1 i
4, TITUS Enterprise Health Monit Start Started  Automat
TP AutoConnect Service Stop Manual
« TP VC Gateway Service Pause Manual
TPM Base Services Rt Manual fl
.f‘@UPnP De\irlce Host Doctad Manual |
4 User Profile Service Started Automat
5 Virtual Disk All Tasks 3 Manual |-
S VMware Alias Manager and Ti RehieiE Started Automat| |
",g VMware CAF AMQP Comm e . . — Manual
VMware CAF Managementii Properties 1arted Autornat
& VMware Physical Disk Help ot e — — — Jtarted Autornat
Wilware Snapshot Provider Help Manual
- ViMware Tools Provides su... Started Automat _
Ci] — il ) ] T
Extended /(Standa!d/ |
|
Opens the properties dialog box for the current selection, |
i = =4
3. Select Automatic (Delayed Start), and click OK

General | Log On | Recovery | Dependencies |

ntd |
Service name: TITUS.Enterprise Client.Service

on Display name TITUS Erterprise Client Service

5C

ap|

pplications and services.

Path to executable:

Description E\raluates client requests from TITUSenabled -

"C:\Program Files\TITUS\TITUS Services'\EnterpriseCliernt Service\Titus Er

Startup type:

Help me config

Service status:

| Start

! | Pause | |

Resume |

from here

You can specify the start parameters that apply when you start the service

Start parameters:
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4. Right-click Titus Enterprise Client Service, and click Start.

S| j——

Help

TITUS Enterprise Client Service MNarme Description Status Startup T

‘. Tablet PC Input Service Enables Tab... Manual
Stark Hhesepiice . Task Scheduler Enables a us... Started Automat |
L4 TCP/IP MetBIOS Helper Provides su...  Started Automat ||
Description: . Telephony Provides Tel... Manual |
Evaluates client requests from TITUS- 7% Themes Provides us.,  Started Automat ||

enabled applications and services,

. Thread Ordering Server Provides or... Manual |
TITUS Enterprise Client Service

. TITUS Enterprise Health Morjit Start jtarted Automat
£, TP AutoConnect Service = SE - = 7 Manual

4 TP VC Gateway Service Pause Manual

2 TPM Base Services Becime Manual |
'-'.,.g'; UPnP Device Host Restatt Manual

(o User Profile Service Started Automat__
5 Virtual Disk All Tasks L4 Manual =
Li VMware Alias Manager and Tic o Started Automat|
S VMware CAF AMQP Communi Manual

S VMware CAF Management Ag Properties Started Automat
i VMware Physical Disk Helper S Started Automat
i VMware Snapshot Provider Help Manual

i VMware Tools Provides su..,  Started Automat _
] — 1 = ] o 3

Extended /(Standard/

19. What if | have further feedback or queries?

Contact itcare@nus.eud.sg and cceits@nus.edu.sg should you have any query, feedback or issue
when using the data classification tool.

Page 15 of 15



