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Information Security Objectives

Security is 
lifestyle!

Think Safe. 
Think Secure.
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What are the 
Information Security Objectives?
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Accessible by authorized personnel.

Accessible when required.

Preserve                      Confidentiality                         Integrity                          Availability     

Accurate and complete.

Source: IT Security Policy Chapter 1‐ Introduction to IT Security Policy, Section 2

Of                         Information                           and                                  Information Systems
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Confidentiality Breach

Initial investigations showed that one SingHealth front-end workstation 
was infected with malware through which the hackers gained access to 
the data base. The data theft happened between June 27, 2018, and July 
4, 2018.

Personal info of 1.5m SingHealth patients, 
including PM Lee, stolen in Singapore's worst 
cyber attack

https://www.straitstimes.com/singapore/personal-info-of-15m-singhealth-patients-including-pm-lee-stolen-in-singapores-most
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Confidentiality Breach
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Integrity Breach
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Availability Breach

Surce: https://www.tripwire.com/state-of-security/latest-security-news/1-65m-users-victimized-cryptocurrency-
miner-threats-far-2017/
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Over the course of the current week, WordPress sites around the 
globe have been the targets of a massive brute-force campaign 
during which hackers attempted to guess admin account logins 
in order to install a Monero miner on compromised sites.
Source: https://www.bleepingcomputer.com/news/security/massive-brute-force-attack-infects-
wordpress-sites-with-monero-miners/
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Answer: Ensure the confidentiality, integrity and 
availability of information system and information.
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Information Security Policies

Think Good practice
Implement Good practice
Protect our Data and System
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Overview of Information Security Policies

IT Security

Acceptable Use (for NUS IT resources) 

Software Terms of use

Software Management

Mobile Device

Guideline for personal computer and equipment

Data Management

Guideline to classification and protection of University data 

Cloud

Guidelines for Acceptable Use (of NUS IT resources) 
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Cap Legislative Act Brief Description

50A Computer Misuse and Cybersecurity Act Unauthorized access or modification of computer 
program/data

88 The Electronic Transaction Act  Preservation of the integrity and reliability of 
electronic record

311A Spam Control Act
https://www.ida.gov.sg/Policies‐and‐Regulations/Acts‐and‐Regulations/Spam‐
Control‐Framework

Unsolicited communication in bulk either email or 
mobile

97 The Evidence (Computer Output) Regulations in 
Chapter 97 of the Evidence Act

Admissible evidence for court case (e.g. relevant facts 
not opinions)

2012 The Personal Data Protection Act
https://www.pdpc.gov.sg/docs/default‐source/publications‐edu‐materials/what‐
you‐need‐to‐know‐about‐pdpa‐v1‐0.pdf?sfvrsn=4

Protection of personal data

63 Copyright Act  Protection of intellectual work

221 Patent Act Protection of invention

332 Trademark Act Protection of branding 

338 Undesirable Publications Act Prohibited publication that may be obscene, 
objectionable, etc

Legislation Acts
http://statutes.agc.gov.sg/aol/search/display/view.w3p;ident=a0823194‐a6f3‐481d‐898a‐

7854557b85e7;page=0;query=CapAct%3A88%20Type%3Auact,areved;rec=1;resUrl=http%3A%2F%2Fstatutes.agc.gov.sg%2Faol%2Fsearch%2Fsummary
%2Fresults.w3p%3Bquery%3DCapAct%253A88%2520Type%253Auact,areved#legis

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/advisory-guidelines-on-key-concepts-in-the-pdpa-(270717).pdf
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Answer: No, you are liable for all actions performed 
using the account
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In the incident, which took 
place on Dec 26, 2015, an 
unknown perpetrator used 
valid admin account 
credentials to log in to a 
server that held personal 
customer data.

It found that Orchard Turn Developments did not have any policy 
to prohibit the sharing of admin account credentials, or to 
enforce the periodic expiry and renewal of these. Instead, it had 
only one admin account, which was shared among four 
authorised users. Source: CNA @ Jul 2017
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Trending Cyber Attacks Techniques: 
Phishing, Digital Currency Mining & 

Ransomware
Network

Servers
Applications
Clients (Users)



Copyright © NUS 2017

NUS Internal
NUS Restricted

Phishers use email to:

 Trick you into handing over your user
information so that they can gain
access to your system and network.

 Entice you to click on links that take you
to web sites that will infect your
computer with malware just by visiting
it.

 Deliver file attachments that can infect
your computer with malware.

“91% of Cyberattacks begins with Phishing Email “
– TrendMicro
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Phishing email getting more sophisticated

Source: https://www.todayonline.com/singapore/dbs-warns-phishing-site-targeting-bank-customers
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Phishing via SMS
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https://www.businessinsider.sg/singhealth‐fake‐sms‐messages‐verify/

To verify the message, 
SingHealth said that its 
name will be reflected as 
the sender, and that it will 
not require credit card or 
other financial information: 
“Check that the SMS is 
from ‘SingHealth’ and that 
when you ‘click’, it brings 
you to the SingHealth
website.”
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Phishing via SMS
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Source: https://www.csa.gov.sg/singcert/news/advisories-alerts/protecting-your-personal-data-2018
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Phishing via Phone Calls with modified Caller ID
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Singapore Airlines warns of phishing scams offering free air 
tickets

https://www.channelnewsasia.com/news/singapore/singapore‐airlines‐warns‐of‐
phishing‐scams‐offering‐free‐air‐9513474

Beware of emails, calls, 
messages, surveys and 
contests that claim to be 
from Singapore Airlines (SIA) 
and which offer free air 
tickets or credits, said the 
flag carrier on Wednesday 
(Dec 20).

Published Dec 20, 2017

To appear more authentic, some scammers modify their caller ID to imitate 
SIA's official telephone numbers. … The airline also advised customers to be 
on the alert for phishing websites that appear similar to the official 
SIA website, and to exercise caution in sharing their personal details online.
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Phishing via Email, SMS, whatsApp
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Source: Straits Times 7 Sep 2017

.. e-mail address, mobile number 
and date of birth were exposed

AXA made a police report, and 
advised customers to do the same if 
they had inadvertently disclosed 
personal data as a result of phishing 
attempts in the last few months as it 
could be connected to the AXA 
hacking incident

This method, known as phishing, can 
be executed via e-mail, SMS and 
WhatsApp - now that hackers have 
users' e-mail address and mobile 
number
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How to identify spoofed account?
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How to identify spoofed account?
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1 Look out for ”Sender Not Verified” in the subject

2 Look out for digital signature

3 Type the email address at the “to” field and click 
on check names

How to identify spoofed account?
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Answer:
Yes, the account could be compromised. Report any suspicious 
email using Phishing button. 
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Phishing email 
targeting NUS
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Evolving Phishing Email Techniques
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Source: https://www.wordfence.com/blog/2017/01/gmail-phishing-data-uri/

…. “The attackers log in to 
your account immediately 
once they get the credentials, 
and they use one of your 
actual attachments, along with 
one of your actual subject 
lines, and send it to people in 
your contact list
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Phishing Email from Legitimate Account

….Spear phishing is the fraudulent practice of sending e‐mail 
from trusted sender, to trick targeted individual to reveal 
information, click on malware infected link or attachment.

Image included directly from NUS website

Valid NUS website address

Mouse over link show non NUS website
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Phishing Email from Legitimate Account
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Mouse Over 
Hyperlink
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How to mouse over link on mobile phone?

Source: http://osxdaily.com/2014/02/20/preview-link-url-safari-ios/
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1

2 Mouse over the the URL. Is it familiar? 
e.g. NUS domain  nus.edu.sg 

Spot a Phishing Email in 3 steps

Are you expecting the email? 

3 Use link checker to check if the links are safe. 

e.g. organization

e.g. industry or country
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Answer:
Use online scanner or link checker to help determine if a website is malicious such as 
https://www.virustotal.com, https://www.phishtank.com/, etc
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https://www.virustotal.com/
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https://www.phishtank.com/
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https://safeweb.norton.com/



Copyright © NUS 2017

NUS Internal
NUS Restricted

https://transparencyreport.google.com/safe‐browsing/search
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Answer: Check out haveibeenpwned.com or pastebin.com
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You can try key your email account over here

https://haveibeenpwned.com/
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Answer: Reset password. Run anti‐virus scan.



Copyright © NUS 2017

NUS Internal
NUS Restricted



Copyright © NUS 2017

NUS Internal
NUS Restricted

What is the impact of Phishing?

380,000 Uber users hit in Singapore's largest data breach

Personal information of 380,000 
people here, including names, e‐mail 
addresses and mobile phone 
numbers, were exposed when Uber 
was hacked last year, the ride‐sharing 
company disclosed yesterday ‐
owning up to what is Singapore's 
largest data breach to date.

…the company has not seen evidence of fraud or misuse tied to the 
incident. But it did encourage users to report anything unusual 
related to their accounts.

http://www.straitstimes.com/singapore/380000‐uber‐users‐hit‐in‐spores‐largest‐data‐breach

Published Dec 16, 2017
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What is the impact of Phishing?
https://www.wired.com/story/uber-paid-off-hackers-to-hide-a-57-million-user-data-breach/

Published Nov 21, 2017

According to Bloomberg, Uber's 2016 
breach occurred when hackers discovered 
that the company's developers had 
published code that included their 
usernames and passwords on a private 
account of the software repository 
Github.

Those credentials gave the hackers immediate access to the 
developers' privileged accounts on Uber's network, and with it, 
access to sensitive Uber servers hosted on Amazon's servers, 
including the rider and driver data they stole.

Hack Brief: Uber Paid Off Hackers to Hide a 57‐Million 
User Data Breach
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Answer: No, attacker may reuse same password to 
compromise your other account. 
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Source: https://venturebeat.com/2016/06/05/mark-zuckerbergs-twitter-and-pinterests-accounts-hacked-linkedin-password-
dump-likely-to-blame/
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Phishing Reporter Button Launch
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Use different account and password for social media and work.

1 Use strong password: minimum of twelve (12) 
characters in length and be comprised of letters, 
numbers, and/or special characters. 

2 Enable Two‐Factor Authentication

3

Don’t remember password in web browser.4

Report suspicious email. Do not open the attachments 
or visit the websites.

5
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http://www.darkreading.com/vulnerabilities‐‐‐threats/every‐4‐seconds‐new‐malware‐is‐born/d/d‐id/1320474
http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf
http://www.iso27001security.com/html/27032.html

Malware is Growing Fast
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Answer: Digital Currency Mining.
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Digital Currency Mining

Bitcoins

Monero

https://www.coindesk.com/information/how-bitcoin-mining-works/

Get reward in form of digital currency 
by being the first to complete a 
mathematical computation. A lot of 
computing power is required to do 
this.

https://www.reuters.com/article/us-crypto-currencies-mining-analysis/computer-
shops-embrace-lucrative-business-outfitting-cryptocurrency-miners-
idUSKCN1G502L
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Published Dec 14, 2017

If you feel your Internet connection 
has been slower in the past few 
months, …you may be a victim of a 
new form of malware.

Cyber‐security researchers have 
seen a spike in cryptocurrency 
mining malware this year, as well as 
a new trick called cryptojacking, 
where websites are infected with 
software that prompts visitors' 
computers to mine cryptocurrency 
when they visit the website.

http://www.straitstimes.com/singapore/slow‐browsing‐hackers‐could‐be‐mining‐bitcoin

Digital Currency Mining Malware
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How to block bitcoin mining websites
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1. Go to C:\Windows\System32\Drivers

2. Edit the hosts file using notepad and enter the following values:

0.0.0.0 afminer.com
0.0.0.0 coin‐have.com
0.0.0.0 coinerra.com
0.0.0.0 coinhive.com
0.0.0.0 coinnebula.com
0.0.0.0 crypto‐loot.com
0.0.0.0 hashforcash.us
0.0.0.0 jescoin.com
0.0.0.0 ppoi.org

https://www.csa.gov.sg/singcert/news/advisories-alerts/alert-on-browser-based-digital-currency-mining
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Rise in Ransomware
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http://www.straitstimes.com/singapore/noticecable‐rise‐in‐ransomware‐infections‐in‐singapore‐singcert/
https://www.csa.gov.sg/singcert/news/advisories‐alerts/ransomware
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Ransomware

NUS Restricted

Source: Symantec @ Aug 2015
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Latest Global Ransomware ‐ Petya
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https://krebsonsecurity.com/2017/06/petya-ransomware-outbreak-goes-global/
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Video: Ransomware
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Source: ttps://www.youtube.com/watch?v=4gR562GW7TI&list=PLSJO6rbiqUDVe_I7QvGdrJnjOmaTqZfUR&index=20
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Answer: No, there is no guarantee that your files will be recovered.
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What should I do if my machines are infected?
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Report to ITCARE

1 Disconnect the machines from network

2 Disconnect any storage devices from the machines

3 Report to your supervisor

4
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Ransomware File Decryptor
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Reference: 
https://success.trendmicro.com/solution/1114221‐downloading‐and‐using‐the‐trend‐micro‐ransomware‐file‐decryptor
https://id-ransomware.malwarehunterteam.com/
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Source: https://www.nomoreransom.org/en/decryption‐tools.html

Ransomware File Decryptor
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Some Ransomware can Traverse across Network
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Source: https://www.csa.gov.sg/singcert/news/advisories‐alerts/ransomware
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Source: UC Santa Cruz Information Techology Services@ Sep 2015
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What are the Sources of Malware?
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“Removable drives, flash memory 
devices, and network folders are 
commonly used for data 
transfer. When you run a file from a 
removable media you can infect your 
computer and spread the virus to the 
drives of your machine.”
~ kaspersky

Email Internet

“Software vulnerabilities are most 
common targets of hacker attacks. 
Vulnerabilities, bugs and glitches of 
software grant hackers remote access to 
your computer, and, correspondingly, to 
your data, local network resources, and 
other sources of information” ~ 
kaspersky

Source: https://www.csa.gov.sg/singcert/news/advisories‐alerts/ransomware, https://support.kaspersky.com/viruses
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…Beware of Fake Apps
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https://www.csa.gov.sg/singcert/news/advisories-alerts/fake-mobile-apps
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…Beware of Vulnerable Apps
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http://thehackernews.com/2017/09/ccleaner-hacked-malware.html

…is a popular application with over 2 billion 
downloads, created by Piriform and 
recently acquired by Avast, that allows 
users to clean up their system to optimize 
and enhance performance

Affected users are strongly recommended 
to update their CCleaner software to 
version 5.34 or higher, in order to protect 
their computers from being compromised

Avast and Piriform have both confirmed 
that the Windows 32-bit version of 
CCleaner v5.33.6162 and CCleaner Cloud 
v1.07.3191 were affected by the malware.
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Best Practices
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What are the best practices?
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Do not download the software from untrusted source.

1 Perform data backup regularly.

2 Keep your anti‐virus software up to date.

3 Keep your Operating System and Software updated.

4
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University Virus Scanner
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Window OS Updates
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Settings\ Update and Security
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Forgot to lock your screen? 
…Beware of key Logger
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http://www.channelnewsasia.com/news/singapore/smu‐law‐student‐jailed‐2/2519788.html
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Window Screen Lock
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Settings\ Personalization\ Lock Screen
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Prevent USB from being auto run on 
your laptop
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Source: https://www.techrepublic.com/article/how-to-disable-autoplay-and-autorun-in-windows-10/
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Edge          Browser  Settings
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SN Settings Values

1 Password and Form Data Do not remember passwords and form data

2 Cookies Don’t allow third party cookies

3 Pop up blockers Block pop up (that often comes from advertisement)

https://privacy.microsoft.com/en‐gb/windows‐10‐microsoft‐edge‐and‐privacy

1 2 3
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Turn off Remote Desktop Connection to your PC
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Note: This state disallows remote access to your computer. 

Control Panel->system->Remote Settings
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Disable File Sharing (SMB v1)
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Open Control Panel > Programs & Features > Turn Windows features on or off.
Make sure it is unchecked. Restart your computer.

Note: This is an obsolete components for shared access to files and printers and 
should be disabled. 
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Turn off Network Discovery

NUS Restricted

Note: This state disallows your computer to see other network computers and devices and 
disallows people on other network computers to see your computer. 
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Enable Data Execution Prevention (1/3)
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Open Control Panel > System > Advance System Settings 

Note: This ensures program are not run on unauthorized memory area
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Enable Data Execution Prevention (2/3)
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Open System Properties> Advance > Performance > Settings

Note: This ensures program are not run on unauthorized memory area
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Enable Data Execution Prevention (3/3)
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Open Performance Options > Data 
Execution Prevention 

Select the option, “Turn on DEP for all 
programs and services except those I 
select” . Leave the selection list empty 
and click on OK. 
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Disable Powershell (1/2) 
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Open Control Panel > Program and Features >Turn Window 
Features on or Off

Source: https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-
protecting-customers-personal-data
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Disable Powershell (2/2) 
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Uncheck Windows Powershell 2.0 and click Ok

Source: https://www.csa.gov.sg/singcert/news/advisories-alerts/measures-for-
protecting-customers-personal-data
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Read Advisories
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1 https://nusit.nus.edu.sg/its/

2

https://www.scamalert.sg/

3 https://www.csa.gov.sg/singcert/news/advisories‐alerts

http://www.straitstimes.com/tags/cyber‐security

4



Copyright © NUS 2017

NUS Internal
NUS Restricted

Thank you! Every question you 
asked contributes to the FAQ list 
that we are building for NUS 

community.


